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Protected Health Information Disclosures

• Lifespan strives to work collaboratively,

collegially, and timely to assist Law Enforcement

Officer’s (LEO’s) in their public safety role

• Lifespan complies with state* and federal**

confidentiality laws

*State Law:  RIGL 537.3 Confidentiality of Health Care Communication and Information Act

**Federal Law:  Health Insurance Portability and Accountability Act (HIPAA)



Permissible Disclosure

A LEO may (or must) obtain protected health 

information (PHI) in the following circumstances:

 The LEO presents a court order, search warrant, or valid

subpoena, or

 The patient or the patient’s representative signs a

HIPAA compliant authorization form, or

 The LEO completes and signs the Lifespan LEO form

indicating the limited PHI is necessary for the purpose

of carrying out public safety responsibilities*

*The LEO form describes the frequently encountered situations in which a LEO

may be entitled to PHI without patient authorization.



Resource >



Protocol - Security is Intermediary

• The Lifespan affiliate’s Security Department will act as

intermediary

• LEO’s are required to call or report to the Security office

prior to visiting a patient unit

• Security will verify the identity of the LEO

• Security will contact the Nursing Supervisor/Unit Leader

to assist the LEO in obtaining the requested information

• Security will serve as LEO escort if patient interview is

requested



PROTOCOL SCENARIO 1

PATIENT AGREES TO DISCLOSURE



Protocol – Patient Agrees to Disclosure

• Nursing Supervisor/Unit Leader will verify patient decision

making capacity and readiness to receive LEO

• Nursing Supervisor/Unit Leader will coordinate with unit

nursing staff to arrange for LEO to address patient

• Nursing staff will introduce the LEO to the patient

• The LEO will ask the patient if they are willing to be

interviewed

LEO Requests Interview:



Protocol – Patient Agrees to Disclosure

• Patient agrees and signs a “Authorization to Use or Disclose

Protected Health Information” form which can be found on the

Lifespan.org web page.



Protocol – Patient Agrees to Disclosure

• The completed and signed authorization is scanned and

uploaded into the Media Tab in LifeChart

• A “Quick Disclosure is documented in LifeChart



PROTOCOL SCENARIO 2

PATIENT DECLINES

or

PATIENT IS UNABLE TO AGREE
(due to medical condition)



Protocol – Patient Declines or is Unable to Agree

• Staff may provide limited information to law enforcement

under certain conditions as permitted by law

• The LEO completes and signs a LEO form indicating the

limited information is necessary for the purpose of

carrying out public safety responsibilities

The LEO form describes the frequently encountered

situations* in which a LEO may be entitled to PHI without

patient authorization

*To identify or locate a suspect, fugitive, material witness, or missing person OR patient is a victim and

PHI is required for investigation



LEO Initiated Request for Permitted 
Disclosure and Release of PHI 



Protocol – Patient Declines or is Unable to Agree

• The completed and signed LEO form will be scanned and

uploaded into the Media Tab in LifeChart

• A “Quick Disclosure will be documented in LifeChart



Risk Management Assistance

If a situation should arise where there is disagreement or 

uncertainty regarding the appropriateness of a disclosure, 

Risk Management is available for consultation 24/7 via 

the page operator for clarification and support.



Scenarios

LEO calls Security and requests a patient’s condition:

The security department will verify the identity of the LEO and call the 

Nursing Supervisor/Unit Leader for assistance.

Nursing Supervisor/Unit Leader will determine if disclosure is 

permissible as per state confidentiality law. If so, the LEO

will be asked to complete a Law Enforcement Official (LEO) 

Initiated Request for Permitted Disclosure and Use of PHI.



Scenarios

LEO calls Unit directly requesting PHI or interview:

Unit staff will redirect the call to Security, who will verify the officer’s 

identity and relay call back information to the

Nursing Supervisor/Unit Leader. Nursing Supervisor/Unit Leader will 

determine if disclosure is permissible as per state confidentiality law. If so, 

the LEO will be asked to complete a Law Enforcement Official (LEO) 

Initiated Request for Permitted Disclosure and Use of PHI.



Scenarios

LEO presents to the Unit asking if patient is there:

Unit staff will call the Security Office for assistance (suggest Security 

come up to the unit to act as intermediary). Security will refer the LEO to 

the Nursing Supervisor/Unit Leader who will determine if disclosure is 

permissible as per state confidentiality law. If so, the LEO will be asked to 

complete a Law Enforcement Official (LEO) Initiated Request for 

Permitted Disclosure and Use of PHI.



Scenarios

LEO requests information on a restricted patient:

LEO should call or present to the Security Office for assistance. Security 

will check with the Nursing Supervisor/Unit Leader, without 

acknowledging to LEO the patient is being treated to verify if patient has 

the capacity and is clinically stable to speak with the LEO. If the patient 

has capacity, is stable and wishes to speak with police, Security will escort 

the LEO to the patient location. If the patient declines and the LEO already 

knows the patient is in the hospital, the Nursing Supervisor/Unit Leader 

will determine if disclosure is permissible in the absence of patient 

authorization as per state and federal confidentiality laws. If so, the LEO 

will be asked to complete a Law Enforcement Official (LEO) Initiated

Request for Permitted Disclosure and Use of PHI. 



Scenarios

LEO requests opportunity to interview patient:

LEO should present to the Security Office for assistance. Security will 

check with the Nursing Supervisor/Unit Leader who will verify if patient 

has the capacity and is clinically stable to speak with the LEO. If deemed 

appropriate, Security will escort the LEO to the floor to be introduced to 

the patient. The LEO will personally ask the patient for an interview. If 

the patient agrees, the patient’s nurse will ensure the patient signs the 

Authorization to Use or Disclose Protected Health Information form as 

evidence of their willingness to speak with the LEO. If the patient declines 

an interview, Nursing Supervisor/Unit Leader will determine if disclosure 

is permissible without patient authorization as per

state confidentiality law. If so, the LEO will be asked to complete a Law 

Enforcement Official (LEO) Initiated

Request for Permitted Disclosure and Use of PHI.



Scenarios

A LEO has a court order to speak to a patient:

Security will escort the officer to the Nursing Supervisor/Unit Leader, who 

will make arrangements for the patient to speak with the LEO. Security 

will escort the LEO to the patient. Patient interviews cannot interfere with 

patient care.



Scenarios

A LEO wishes to photograph a patient:

The Nursing Supervisor/Unit Leader will coordinate this request. A patient 

with decision making capacity may permit a LEO to take their photograph 

but is required to complete and sign the Authorization to Use or Disclose 

Protected Health Information form. Once clinical leaders confirm 

authorization has been obtained, Security will escort the LEO to the 

patient. The taking of photographs cannot interfere with patient care. A 

surrogate decision maker may not authorize a LEO to take photographs of 

the patient.



Scenarios

A LEO wishes to be notified when patient is discharged so the patient 

can be arrested:

Rhode Island law does not permit disclosure of patient information for the 

sole purpose of alerting an officer of the

discharge in order to coordinate an arrest.



Thank you!


